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ABSTRACT

Embeddedieviceslike smartcardsannow run multiple interact-
ing applications. A particularchallengein this domainis to dy-
namicallyintegratediversesecuritypolicies. In this papemwe shav
how aframewvork basedcbn a conciseformal modelletsussecurely
customizea paymentcard equippedwith a programmablechip.
We presentpolicy automata a formal modelof computationghat
grantor dery accesdo aresource. This model combinesdefea-
sible logic with statemachinesrepresentingcomple policies as
combinationsof simplermodularpolicies. We usethe modelin a
framework for specifying,meigingandanalyzingmodularpolicies.
This framework is implementedas Polaris,a tool which analyzes
policy automatato reveal potentialcon icts or redundanciesand
compilesautomatanto Java Cardapplets.

Categoriesand SubjectDescriptors: C.3[ComputerSystemOr-
ganization]:Special-PurposandApplication-Base®ystemsreal-
time and embeddedsystemssmartcads D.2.4 [Software Engi-
neering]: Software/ProgranVeri cation: formal methods;model
chedking; D.2.11[SoftwareEngineering]:Software Architectures:
domain-speci carchitectues; languages (e.g., description,inter-
connectionde nition); F.4.3[Mathematical ogic andFormalLan-
guages]FormalLanguages

General Terms: Design,Theory Veri cation

Keywords: Policy Integration,Model BasedDesign,Smartcards,
JavaCards
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1. INTRODUCTION

Embeddedcomputersystemsare now routinely deplosed in a
wide rangeof engineeredoroductssuch as appliances,medical
devices, communicationdevices, and automobiles. Increasingly
embeddedievices, suchas smartcardsand cell phones,are pro-
grammable and offer an openapplicationprogramminginterface
(API) for softwareapplicationsWhile this offerstheuserthemuch
coveted e xibility to customizeand enhanceunctionality, it un-
derscoreshe needfor formal assuranceaboutsystemoperation
asmary embeddedievicesareusedin safety-criticalandsecurity-
critical contexts. We believe thatthemodel-basedesignparadigm,
with its promisefor greaterdesignautomationrandformal guaran-
teesof reliability, is particularlyrelevant for this purpose.In this
paper we describea model-basedpproachto addingpoliciesto
paymentards.

Smartcardsireplasticcards,usuallynolargerthanacreditcard,
thatcontainatampetresistanembeddegrocessorThey arecom-
monly usedfor identi cation, payment,and accesscontrol. Java
Cardsareprogrammablesmartcardsvith anAPI thatsupportsare-
stricted subset of Java (see java.sun.com/products/
javacard ). The GlobalPlatformarchitecturgrovidesan exten-
sionframeawork for thesecards allowing installationof certi ed ap-
pletsthatrun in restrictedcontets or securitydomains(seewww.
globalplatform.org ). This enablingtechnology together
with the obvious needfor assurancesf securityandintegrity for
downloadingapplicationson suchcards,promptedus to explore
formal andmodel-basedevelopment.

We focuson a speci ¢ form of programscalledpolicies A pol-
icy speci eswhetheror notatransactiorshouldbe appraed, pos-
sibly basedn the history of transactionsSamplepoliciesare“the
total amountof money spentduring the pastmonthshouldnot ex-
ceeda speci ed limit,” and“transactiondnvolving a speci ed list
of emegengy servicesarealwaysallowed” Thesepoliciescanbe
written by multiple parties andinstalledat ary time. While this of-
fers e xibility, it is necessaryo detectandresole con icts among
differentpolicies. Also, a new policy needsto be integratedwith
existing policies, possiblywith checksfor redundang sinceon-
cardmemoryis limited.



We thereforeneedto solve the following problem: how canwe
createandintegratemodularsecuritypoliciessecurelyandreliably
in suchaway thatthe policiescanfunctionin anembeddeakrvi-
ronment?

The Java Card platform gives us the basicability to combine
policies which are implementedas appletswritten in Jasa. We
couldsimplywrite our policiesin Jazaanduseexisting Jaza-speci ¢
tools(for example Javaeditors type-checkrsandmodel-chec&rs)
to assureourselhesthatour policieswill behae asintended.This
is unsatiséctoryfor thefollowing reasons:

A policy developershouldconcentraten the corefunction-
ality of a policy—guardingaccesgo a resource—insteadf
worrying aboutthebyte-level manipulationsandsystencalls
requiredby the Jasa Card. Developersshouldwork with a
moreabstractepresentationf policies.

GeneralpurposeJava tools cannotexploit domain-speci ¢
knowledgeto male validating a policy moreefcient. Nor
aregeneraburposeoolsawareof the speci c problemshat
apolicy developeris concernedwith.

Our solutionis a model-base@pproachn which we usea nev
formal model,policy automatato de ne andreasomaboutour se-
curity policies. This formal modelconciselyexpresseshe beha-
ior with which we areconcernedwhile leaving otherfunctionality
to be suppliedby an automaticcodegeneratar This focuson ac-
cesscontrolandpolicy integrationallows thedeveloperto concen-
trateon correctlyimplementinghe corefunctionality of anapplet.
Similarly, analysigoolscanbeoptimizedto checkdomain-speci ¢
properties A clearformal semanticsnalesit easieito reasorabout
thebehaior of apolicy. This approachhereforeretainsthe ability
to integratemodularpolicies,but it allows usto do sosecurelyand
reliably. Finally, the modelis designedso that policiescaneasily
be translatedrom a formal notationto Java Card applets,so the
modelis suitablefor embeddedlevices.

A policy automatoris an extended nite-state machinethat ex-
aminesthe requestedransactionand voteson whetherit should
be accepted Votesarewritten asrulesin defeasibldogic thates-
sentiallysaywhich outcomethe policy automatorprefersandhow
strongthat preferenceas. The domainof votesis also equipped
with a decisionrule that combinesthe votesof all the policy au-
tomataanddeterminesvhetherto apprave thetransactionrejectit,
or declarea con ict. Theindividual policy automataupdatetheir
statesbasedon this global resolution. Using this framework one
canspecifypoliciesin amodularfashion.Notethatthe constraints
imposedby thesepoliciesarenon-monotoni¢aspoliciesareadded
approval of a transactiorcanswitch from yes to no andbackto
yes ), andstateful(approal of atransactiordepend®n decisions
on previous transactions) We shav that statictechniquesuchas
model checkingcanbe usedto detectpotentialcon icts amonga
setof policy automataandalsoto checkwhethera new policy is
redundantwith respecto a setof existing policy automata. Our
policy descriptionframework is relevantin othercontets suchas

re wall policies,wheremultiple partieswish to independentlyadd
rulesgoverningapproal of accessequests.

After presentingour policy descriptionlanguagewe describea
prototypeimplementatiorof our approachn thetool Polaris. Po-
laris providesagraphicaleditorfor specifyingpoliciesasextended
statemachinesandan enumeratie reachabilitychecler to detect
con icts andredundang We have modi ed the developmentkit
from OberthurCard Systemshat allows us to install appletsonto
Java cards. To install a policy onto the card, Polaris compilesa
policy automatoninto a Java packagejnstallsit on the card,and
registersthe new policy with the manageroutinethatpolls all the
registeredpoliciesbeforedecidingonatransactionWe believe that
this architecturefor dynamicallyaddingpoliciesto a Java cardis
anadwancein the state-of-the-artor smartcardechnology

The paperis organizedasfollows. Section2 discusseshe con-

icts that arisewhen policies are memged and how this behavior

canbe modeled. Section3 introducesour target application,pro-
grammablg@aymentards anddiscussethetechnologythatmales
suchcardspossible. Section4 presentsour formal model. Sec-
tion 5 discussesur prototypetool for working with policy au-
tomata. Section6 summarizeour contritution and discussese-
latedandfuturework.

2. POLICY MERGING AND CONFLICTS

A commontask for computersystemsis to guardaccesso a
resource.The policy thatis usedto grantor dery accesss often
basedon a diversesetof criteria, possiblyrepresentinghe inter-
estsof mary differentstaleholders.Describingsucha policy asa
combinationof sub-policiesmay aid a developerby allowing her
to focus on one pieceof a policy at a time. However, whenthe
individual policiesare combinedthereis potentialfor con icts or
otherinteractionghatmale the combinedpolicy inappropriateor
its intendedpurpose.

Considerthreepoliciesregardingthe useof a swimmingpool.
Eachpolicy representtheinterestof aseparatstaleholder:Pyg is
thepolicy putin placeby thelifeguard,Py, is thepolicy putin place
by the businessadministrator®f the pool, andP. is the policy put
in placeby thepoolcleaner

Pig In anemegeny nooneexceptthelifeguardcanenterthepool.
The lifeguardcan always enterthe pool. No morethan30
peopleshouldbein the pool at onetime.

P, Nobody but the owner can enterthe pool between5pm and
9am.

P:. When100 peoplehave usedthe pool, it shouldbe closedand
cleaned.

The policies are simple to understancand are modularin the
sensdhateachis solely concernedvith theinterestof therespec-
tive staleholder However, the policiescontainpotentialcon icts.
For example,canthe lifeguardenterthe pool at 6pm? A model-
basedapproacho designingandimplementingsuchpolicieswill
needsomemechanisnto reasonaboutcon icts amongstalehold-
ers'interests.

Non-monotonidogics[5] areafamily of logicsin which new in-
formationmayleadto previously valid conclusiondeingretracted.



Theselogics are partially motivated by a desireto capturereal
world common-senseeasoning.For example,if we aretold that
Tweetyis a bird we may tentatizely concludethat Tweetycan y .
However, if we later learn that Tweety is a penguinwe will be
forcedretractour conclusion.Non-monotonidogics areone pos-
sible tool for representingand analyzingthe kind of con icting
swimmingpool policieswe seeabore. We canencodearule such
as“no onecanenterthe pool after 5pm” by markingit a tentatve
rule, possiblyoverriddenif we learnmoreinformation—forexam-
ple,thelifeguardneeddo enterthe pool becaus®f anemegeng.

The policies describedabove also have featuresthat are more
naturally represente@sa reactve system. The decisionto admit
a swimmerdependn the previous eventsat the pool. Imagine
a gateleeperat the pool who hasto decidewhento let peoplein.
If the gateleepercannotseethe pool from whereshesits shewill
have to keeptrack of how mary peoplehave enteredandleft the
pool in orderto keepthe numberof peoplein the pool belov 31
(to satisfythe lifeguard)andto stop admitting peoplewhen 100
peoplehave usedthe pool (sothatthe pool canbe cleaned) Soour
model musthave somenotion of storinginformationandmaking
decisionshasednthe history of pastevents.

Embeddedieviceslike smartcardfave minimal spacefor stor
ing informationsoit is undesirablé¢o maintaina completehistory
of pasttransactionsHowever, we do notwantto arbitrarily restrict
whatinformationcanbeusedto make accesontroldecisionswe
shouldrecordexactly the minimal amountof informationneeded
by policies. In our framevork we accomplishthis by makingthe
securitypoliciesresponsibldor collectingtheir own information.

In orderto represenstateandhandlecon icts we proposea hy-
brid schemefor modelinginteractingpolicies. Our model uses
classicalnite stateautomatagxtendedwith somehigh-level con-
structslike variables,to modelhow policiesreactto andstorein-
formationaboutpreviousevents.We chooseautomatdecause¢hey
allow straightforvardanalysisandit is simpleto translateheminto
codesuitablefor a smartcard. Theseautomatanteractwith each
otherusingdefeasibldogic [22], a non-monotonidogic designed
so that statementganbe proved or disproved ef ciently—an im-
portantconsideratiorif thepoliciesmustbeintegratedn smartcard
with limited computationapower. We have found thatthis hybrid
approachsuccinctlymodelsmary policiesthatone might wantto
install on a programmablg@aymentcard.

3. PROGRAMMABLE PAYMENT CARDS

Paymentcardssuchas credit cardsand debit cardsare a com-
mon substitutefor cashand checks. Thereare a variety of ways
in which cardscomeinto the handsof users.A usermay directly
contacta bankto obtainthe card,or it may be suppliedto theuser
by anemplgyer or parent.In the latter caseghe cardhasa kind of
“secondaryssuer'suchasanenterpriseor family. This secondary
issuemayhave policiesthatextendthoseof the bank.For instance
anenterprisanaystipulatethata cardfor anemplg/eeis usedonly
for businessxpense®r a parentmaystipulatethata cardcanonly
beusedin anemegeng. Suchpoliciescanbeenforcedn basically
two waysin mostsystemsThebankor paymeniatevay can(and

typically does)enforcecertainbasicrestrictionssuchas an out-
standingbalancdimit onthe card. Otherpolicesareenforcedin a
morereactve fashionby the secondaryssuemwhenreconcilingthe
purchasaecordswith bills it receves. (For example,anemplg/ee
canbe red or achild admonishedor deviation from policy.)

A ProgrammablePaymentCard (PPC) is a paymentcard that
canbe specializedwvith custompolicieswritten by a secondarys-
suer suchasan enterprisea family, or even the userof the card
himself. PPCpoliciescanprovide privagy andrisk management.
For instance,in somekinds of PPCit is possibleto disallov pur
chasedeforethey aremadeon the basisof policiesthatarenever
revealedto thebank,paymentgatavay, or merchantln thesecases
banksandpaymentgatavayscanbene t from PPCsbecausehey
shift liability for policy enforcemento the secondaryissuerand
user Secondaryssuersbene t by preventing someproblemsbe-
foreadmonishingor ring becomenecessary

As a casestudyfor purposef speci ¢ analysisfor policy in-
tegration we now sketch the architectureand implementationof
PPCspresentedn [11]. This approactis basedon the GlobalPlat-
form implementedn Java Cardsandprovidesfor policieswritten
in Java. Thesepoliciescontrol paymentransactiondasedon the
SecureElectronicTransaction¢SET) protocol[21]. Our PPCim-
plementatioris basedon animplementatiorof SET by Mykhailo
Lyubich[18]. Therearetwo primary extensions.First, it is ported
to run onthe GlobalPlatformfor the IBM JCOPJava Cardsimula-
tor or theOberthurCosmopollCcardsand,secondit is extendedoy
abasicpolicy integrationtechniquecalled simple conjunctve re-
nement'. In simpleconjunctve re nementacollectionof policies
areconsultedby atransactioomanagemerdpplet.Policiesprovide
aboolearresultanda SETtransactions allowedif, andonly if, it is
approed by eachof the policiesbasedon theform of thepurchase
reques{PReqg)messagén the SET protocol. After it is issuedthe
cardallows partiesto addsuchpoliciesbut notremove them.Con-
sequently eachnew policy allows no more paymenttransactions
thanthe card allowed beforeit was added. Policiesmustbe ap-
proved by a certi cation procesgo ensurethatthey do not violate
the language-basegrotectionmechanism®f the Javza CardRun-
time Environment(JCRE).It is possiblein principle for the JCRE
to rundefensiely sothatthis stepcanbeomitted,but thisis expen-
sive for the card. Fortunately the policy certi cation only requires
verifying thatthe programis well-formedcode.

Our implementatiorof the simple conjunctive re nementtech-
nigue was unsatisactory for two reasons.We could not express
policieswhichoverrideotherpoliciesaseachpolicy hadvetopower
over a transactiorrequest. Secondly the policieswere written in
Jara, which madeit dif cult to formally analyzea policy's beha-
ior. The next sectiondescribesour formal model, which givesa
more expressie policy integrationmechanismanda rigorousde-
scriptionof policy behaior.

4. FORMAL FRAMEW ORK

A policy modelappraesor rejectsa transactiorrequestbased
on the characteristicef the transactiorrequestandthe history of
previous transactions.The modelis composedf separateolicy



automatathatvoteindividually asto whethera transactiomequest
shouldbe appraoved. The votesare coalescednto an appraval or
disappreal usingaresolutionfunction

4.1 \Votesand Conicts

WeuseD to denotetheabstracsetof possiblevotes.Associated
with D is a functionf , which resolesvotesinto yes no, or >,
representin@cceptreject,andcon ict (or error),respectiely. As
a simpleexample,D containsyes no, andmaybe, andf mapsa
setof votesto yesif the setcontainsyesanddoesnot containno;
to noif containsno anddoesnot containyes andto > otherwise.

For our paymentcardapplicationwe usedefeasibldogic to de-
scribeandresohevotes.Webrie y introducedefeasibldogic here.
Readersvho wanta moredetailedexplanationof the logic arere-
ferredto [22, 19].

Atomic formulasandtheir negationsmalke up theliterals of de-
feasiblelogic. For example,p; q;: p;: qareall literals. Defeasible
logic hasthreekindsof rules

Strict rules Strictrulesarelike normalimplication:

penguin! vy

Themeaningof thisruleis “if penguin is truetheny is not
true” (or, in otherwords,penguingdon't y).

Defeasiblerules Defeasiblerulesarelike strict rules exceptthat
they canbe preempteddy otherinformation. For example,
therule

bird) y

saysthat “if bird is true thenwe concludethat y is true
unlesswe have somereasorto think otherwise.

Defeaterrules Defeaterulesareusedto block the tentatve con-
clusionsof defeasibleules. For example therule

injured ; vy
will block arulelikebird ) y sincethe knowledgethat
a bird is injured counteract®ur intuition that birds tendto
y . However, the defeaterrule (unlike a similar defeasible
rule) doesnot leadto the conclusion: y —sincewe have

no intuition aboutwhetherinjuredbirds y or notwe do not
wantto make atentative conclusioreitherway.

Eachof the rules can have a setof literals on the left handside
insteadof just a singleliteral. In sucharule all literalsin the set
mustbetruefor therule to apply

In defeasibldogic thereare two notionsof provability. Given
a setof literals that are known to be true, calledfacts a literal is
de nitely provableif it canbe proved usingstrict rulesandfacts.
A literal is defeasiblyprovableif it canbe proved usingfactsand
ary of therules. Spacdimitations make it impossibleto includea
formal descriptionof the algorithmusedto determineif aliteral is
defeasiblyprovable;readersarereferredto [19].

In ourframewvork, policiesvoteby giving rulesthatreasorabout
a specialliteral yes which standsfor “approve the transactiorre-
quest. More preciselythereis asetof atomicformulasF whichis

x edfor anapplication.The atomicformulayesis oneelementof
F. Let R bethesetall rules(strict, defeasibleanddefeatermade
of elementsof F. The setD of votesis the setof nite subsets
of R. In otherwords,every voted 2 D is alist of zeroor more
rules.All thevotesarecombinedby takingtheunionof all the sets
of rules. This combinedsetof rulesformsthe defeasibldogic the-
ory which we useto testthe provability of the formulayes If the
votesyield a theoryin which one candefeasiblyprove yeswith-
out making: yesdefeasiblyprovablethenthe transactiorrequest
is appraved. If yesis notdefeasiblyprovablethenthetransactions
rejected.If bothyesand: yesaredefeasiblyprovable (possiblein
defeasibldogic) thenthereis acon ict.

4.2 Policy Models

Let T bethe setof all transactiorrequestdor a particularap-
plication domain. For example,in an e-commercepplicationwe
mighthave T beasetof integerstringpairsthatrepresentheprice
andthesellerof thetransactiorrequestLet D beasetof votes.

A policy automatorP is atuple(M; X;o;R; ). Thecompo-
nentsof P are

M A nite setof modes

X A nite setof variables eachof whichhasatype. Wewrite Vx
for the setof possibletuplesof valuesfor all the variables
in X. A stateq of the policy automatonis a pair (m; v)
withm 2 M andv 2 Vx, andweuseQ = M Vx to
denotethe setof all possiblestates.(\We separatestatesinto
variablesand modesto malke automatondescriptionsmore
readable.)

o An initial state(mo; vo) thatspeci estheinitial modeandini-
tial valuesof all thevariables.

R Therule-setof P. R is afunction
R:Q T! D

which determinesow the policy automatorvotesin a given
stateto processa giventransaction.RecallthatD is the set
of possiblevotes,eachof which is a list of defeasibldogic
rules.R is calleda ‘rule-set'becauseén practicewe specify
R by attachingrules'to modesin a policy automaton.

Thetransitionfunction
:Q T fyesnog! Q

which governshow the policy automatonupdatesits state
whenatransactiomequeshasbeenappraedor disappreed.

As discussedn the next section,in practicewe specifya policy
automatorusinga graphover its modes.The edgesareannotated
by guardsandassignmentshat refer to the variablesandtransac-
tion parametersandspecifythe transitionfunction . The modes
areannotatedvith rulesthatreferto the currentstateandthetrans-
actionparametersandspecifythefunctionR.

A policy modelis atriple ( ;D;f) where is a nite setof
policy automataD isthesetof votes,andf is aresolutionfunction
thatmapsa setof elementf D to f yes no; >g.



4.3 Semantics

Considera policy model( ;D;f), where
LetQ; bethesetof statef eachpolicy automatorP; . Thestateof
the policy modelat ary pointin time canbe describedy a vector

startsin its initial state. We proceedto describehow transactions
areprocesse@dndstatesareupdated.

Supposehe currentstateof the policy modelis (qi;::: ) and
the currenttransactiorrequesis t. For eachpolicy automatorP; ,
its vote is d = R(g;t). We thenevaluatef (&), whered =
fdp;:::dkg, andinterpretthe outcomeasfollows:

yes thetransactiorrequesis approed.
no thetransactiorrequesis rejected.
> thereis acon ict betweertwo or morepolicies.

Onedesirablepropertyfor a policy modelis thatif votesd arepro-
ducedby theindividual policiesthenf (&) = yesor no—in other
words,policiesdo notcon ict with eachotherwhencomposed.
Oncea transactiorrequestis appraved or rejectedeachpolicy
automatorupdatests state.Intuitively, a policy automatoralways
hastwo possibletransitionsthatit canfollow—oneto recordap-
provals and anotherto recordrejections. If a policy automatoris
in stateq anda transactiorrequest is appraed thenthe stateis
updatedo (g;t; yes. Similarly, if thetransactiorrequest is re-
jected thestatewill beupdatedo be (qg;t; no).
Thisupdateextendsin thenaturalwayto statef apolicy model.
For astate(aq;::: o) of the policy modelandatransactiort, let
di = R(g;t) bethevotethepolicy automatorP; suppliesandlet

(aiz:za) ) (afiiad)

whereqg’ = (g ;t; a) givestheupdatedstateof theautomatorP; .
If a = > thenthereis aconict betweenpoliciesandthe policy
modelmovesinto a specialerror stateg- , essentiallyterminating
the operationof all the automataWe denotethis caseby

Oncethepolicy modelentergheerrorstateit respondsgo all trans-
actionrequestsvith >, indicatinganerror:

8t2T;, o t:”f G-

Theupdaterelationis now generalizedo asequencef transaction

requestsGivenasequencef transactiomequests = ti;:::;tn,
we write

=) o
if thereexist modelstatesar;:::; G~ 1, and = aj:::an such
that

g 5" @ 2)*

6 1 tn—')an o

th é”)an 1

Givenapolicy modelA andasequence of transactiomequests
we sayA emits on if for theinitial stategy of themodel,there
exists someq? suchthat

® =) o
4.4 Conicts

A policy modelwith initial stategp is con ict-freeif for all se-

quences of transactiorrequestsgp =) @ impliesq®6 o . Itis
easyto seethatacon ict-free modelwill neveremit> in response
to atransactiorrequest.Typically a developerwill wantto ensure
thatherpolicy modelis con ict-free beforedeplgying it.

4.5 Redundancy

Intuitively, a redundantpolicy automatonis one which hasno
effectontheresponsefo transactiorrequests.

Givenapolicy modelA = ( ;D;f)where = fPq;:::;Pxg
thenpolicy automatorP; is redundantn A if for all sequences
of transactiorrequestsA emits on if andonly if the policy
model( fPig;D;f) emits on .

In somecircumstancebaving aredundanpolicy automatonmay
beundesirable—itmaybeanindicationthata policy is beingover
riddenby otherpolicies. At the very least,it indicatesthata sim-
pler, smallermodelcouldbeusedio dothesamgob. If adevice has
alimited amountof memoryin whichto storeprogramshenade-
veloperwould wantto avoid installingredundanpolicy automata.
However, if a policy automatonP is redundantith respectto a
policy modelA = ( ;D;f) it may not remainredundanif we
addsomepolicy automatorP®to . A developermay therefore
want to install a redundantpolicy automatonon a device if she
expectsmore policy automatato be installedon the device in the
future.

5. PROTOTYPE

We are implementinga prototypecalled Polaris (www.cis.
upenn.edu/"mmcdouga/polaris ) that performspolicy au-
tomataanalysisand compilation. It includesa graphicalinterface
for editingthe automataan analysisenginethat checksfor policy
con icts, anda code-generatatat createslava Card appletsthat
implementthe policy automata.The architectureof the prototype
is shawvn in Figure 1. Thetool is beingimplementedn Java and
usegheHermeq1] codebase.The prototypehasfour modules:

Front end: A developerusesthe graphicalfront-endto create,
editandsave policy automataThe automataredescribedisinga
graphicallanguagemadeup of boxesandarrowns which areanno-
tatedwith smallpiecesof text; creatingautomatas muchlike using
agraphicsapplicationlike x g or Adobelllustrator Theautomata
arestoredasXML. Thefront endmustalsointeractwith theanal-
ysis engineto illustrate the outcomeof ary analysisprocedures.
Figure2 shavs a screershotof theautomateaeditor

Analysisengine: Theanalysissnginetakesa policy modelfrom
the front endand checksthat the automatasatisfy variousproper
tiesthe designeichoosescon ict-freedom, reachabilityof certain
statesor whetheran automatoris redundantwith respecto other
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automata.The analysisalgorithmsarediscussedn moredetailin
Section5.3. Theanalysisengineborrons somecodefrom the enu-
meratve reachabilityproceduref Hermeshut is still only par
tially complete.

Code generator: The codegeneratorconverts a policy model
into Java thatis suitablefor a Java Card. Eachpolicy automatoris
compiledinto a separateappletthatimplementsthat policy. This
architectureof separat@ppletsallows new policy appletsto added
to the carddynamically

Payment card: The paymentcard providesthe run-time envi-
ronmentfor the policy automatahathave beencompiledinto Java
Card applets. The paymentcard takes partin a SET transaction
with a remotewebsitevia a local PC that hasa Java Cardreader
Beforethetransactioniakesplacethepolicy modelimplementation
mustapproe the purchaseequest.

5.1 Graphical Language

Polaris usesagraphicalanguageo describepolicy automataA
policy modelis createdby drawing a numberof rectanglesgach
of which representa policy automaton.Eachof the policy rect-
anglescanbe annotatedvith alist of variablesX thatstoreinfor-
mationneededy the policy automatalnsidethoserectanglesthe
developercandran roundedrectanglesvhich representhe policy

automators modes.Figure2 shaws a policy automatorwith three
modesheingeditedin Polaris.

The transitionfunctionis speci edby draving arronsfrom one
modeto another Eacharraw is annotatedvith yesor no, indicating
whethetthetransitionshouldapplyto anacceptear rejectedrans-
actionrequestandabooleanexpressiorninvolving the variablesof
thepolicy automatorandthetransactionandalist of updatedval-
uesfor the variables.The booleanexpressionis similar to the ex-
pressionsn high-level programminganguagedike Javaor C. For
example, a transitionfrom m to m° could be annotatedwith yes
andtheexpressiorf't.price<30 & count==1 ", wherecount
is a variableandt is a transactionrequest,and variable update
“count:=2 ". Sucha transitiongivesa partial descriptionof ,
mapping((m; v); t; yes to(m® v°) for all variablesettingss where
count = 1, for all t with a price under30, andwherev® hasthe
samevariablesettingsasv exceptthatcount is now 2.

Therule-seffunctionR is speci edby annotatinghe moderect-
angleswith rules Eachrule hasa booleanexpression(like the
expressionattachedo the transitionarrons) referringto the cur
renttransactiorrequestandthe variablesof the automatonanda
voted. If apolicy automatoris in amodem which is annotated
with rule r anda transactiorrequestarrives that, along with the
currentvariablesettings,makesthe booleanexpressiontrue, then
voted becomeghe policy automators vote. Votesarelists of de-
feasiblelogic ruleswritten in the syntaxof the Deimosdefeasible
logic querytool [20]. Eachrulethereforegivesapartialdescription
of R. Figure2 shaws a list with onerule thathasbeenattachedo
the “bonus purchaseallowed” mode. The expressionis “price
< 100" andthevoteis “fg=> yes”, whichisfg ) yeswritten
using ASCII characters.The rule essentiallysays“concludeyes
tentatively unlessothersoverride’

We usesimpletypingrulesto checkif expressionsnvolving pol-
icy automatorvariablesandthetransactiomequestarewell typed.
Eachvariablemustbe declaredas a particulartype (for example,
a boolean,integer or enumeratedype). Transactiorrequestsare
treatedas recordswith a numberof elds, eachof which hasa
particulartype. We checkthattypesareusedconsistently—forex-
ample,anintegeris notcomparedo asymbolor aboolearvariable
is notsetto 3. We alsoperformchecksonthegraphicalstructureto
ensurehatthe pictureon the screercanbetranslatednto apolicy
automaton.

5.2 Example: a PaymentCard Policy

We now shawv an exampleof a policy model madeup of the
following policies:

Ps; Allow upto 3 purchaseperday

Pe Guarantegpaymento emegeng servicegwice.
Pcc A cashcard: spendno morethan$500total.

Pn  No alcoholcanbepurchased.

P: Preventpurchasesf prescriptiondrugswhich con ict with the
anti-depressanfofranil.



P3: /\V

var time:=0 mode 0

yes;
time:=t.time mode 1

| if (t.time-time<24) | |t - I if th =
| then {} ~> ~yes | yes; Rhind _en_{}_>_ye_s -
| else {}=>yes |
PE: q
no variables

mode 0 mode 1
[iECsellen | | vesgg| TiEGseIn” ~ " 77 \
| . | | I .seller, |
| then {}->yes; {}->e; | | E(tseller); | | then {}->ves; {}->e; |
| else {}->~e | | else {}->~e |

end mode yes &
E(t.seller);

Pecc: q

var total:= 500 yes & end mode
mode 0 .l _———
17 hricee—toa ~ ~ ~ 7 total>=t.price; X |
) Lprices | » if true then |
then {}=>yes | |
g~>-yes |
else {}~>~yes | | |
e e e === I I

\/yes & total>t.price;
total := total - t.price
PN: q

no variables

| it (ttype==ALCOHOL) |
then ~e->~yes |

" A

no variables

e
| if (t.type==MAOI) then {} ->~ yes

1
| if (ttype==ALBUTEROL) then {} ~>~yes |
| else {} -> tof |

Figure 3: Example paymentcard policy model

The last policy, P;, deseres someexplanation. Tofranil is an
prescriptiordrugusedo treatdepressionilt canbefatalwhencom-
binedwith a drugthatis a monoamineoxidaseinhibitor (MAOI).
We ervision P; beinginstalledby a doctoror a pharmacistvhen
the card holder begins taking Tofranil. This policy will prevent
purchasesf drugsthatcon ict with Tofranil, therebyreducingthe
risk thata mistale by a doctoror pharmacisteadsto a fataldrug
interaction. Tofranil canalsointeractwith anotherdrug calledAl-
buterol,but theinteractionis lessseveresoour policy automatoris
notasinsistentaboutrejectingpurchasesf Albuterol.

Figure 3 shaws these ve policy automatan a simpli ed form
of thegraphicallanguageacceptedy our prototype.Variablesare
declaredat the left of the diagram,alongwith the initial value of
thevariable.For example theinitial valueof P 'svariabletotal
is 500.

Modesare indicatedby rectangleswith solid lines. A modes
rulesare containedn arectanglewith a dottedborderwithin the
mode. Rulesarewritten in the form “if expressionthen votée'.
The expressiorE(t.seller) usedin therulesof Pg is apred-
icatethatis trueif t.seller is containedin a setof approed
emegeng servicesellers(for example,hospitalsand amhulance
companies)Theword ALcoHoL in therule of Py refersto astan-
dardproductidenti er thatidenti es a purchaseasalcohol. Sim-
ilarly, the words MAOI and ALBUTEROL in P; referto standard
identi ers for particularclasse®f drugs.

Therule'svoteis written asalist of rulesof defeasibldogic. We
describea few of thevotesthatappeain the examplehere.

fg=>yes the transactiorrequestshouldbe appraved tentatively
but canbeoverridden

fg > yes overrideatentatve appraal

fg->yes; fg->e approe thetransactiorandasserthatthe lit-
erale is true. Making e true signalsto otherautomatahat
thetransactiorrequesis anemegeng.

e-> yes if e is not true thenreject the transactionrequest.
This vote allows Py to override P and Pec without con-
icting with Pg .

Whennoruleappliesin agivenstatethenanemptysetof defeasible
logic rulesis usedasthevote.

As describedbore, arravsrepresentransitionsbetweermodes.
Theannotatiorattachedo thearron hastheform “expression; up-
date€’. Theexpressionindicatesvhenthattransitionis enabledand
the updatesectiondetermineshow the variablesare updated.For
example,in P¢. thetransitionwith anexpressiorf'yes & total
== t.price " isenabledvhenatransactiomequeshasbeenap-
proved and the total is equalto the transactionprice. If the up-
datesectionis emptythenno changewill bemadeto thevariables.
Whenthereis no enabledarrow startingat a modethenno update
is madeto variablesor modeswhenthe transactiorrequests ap-
proved or rejected.For example,if P isin mode0 andatransac-
tion requests rejectedthenthevariabletotal s left unchanged
andtheautomatorstaysin modeO.

We now quickly sketchhow the policiesin gure 3 reactwhen
giventhefollowing sequencef transactiorrequeststi, a $40al-
coholpurchasevhich is notanemegeng; andt., a $300bicycle
purchase.The requestt; hasits “type' eld setto ALCOHOL so
policy Py will vote e-> yes,while Pg will votefg-> e be-
causeherequesis notfrom anemegeng seller(i.e. E(t.sel-
ler) is false). The defeasiblelogic enginewill recognizethat
thesetwo votesform a proof of yes. PoliciesP.. andPs; both
contribute fg =>yes asvotes,but this defeasiblerule is overrid-
denby the strict rule in Py 's vote. Policy P; contributesa vote



fg->tof , but this vote doesleadto a proof of yes or vyes.
Since yes hasbeendefeasiblyproved and yes hasnot been
provedwe rejectthetransaction All thearrowns in our policiesare
enablednly whenatransactions acceptedonoupdatesaremade
to variableor modesafterthe rst transactiorrequesis rejected.

Whent; is submittecthe policy P.c suppliesthevotefg=>yes
becaus¢hepriceof $300is belav thevalueof thevariabletotal
which wassetto 500. P; submitsthe samevote asP.c. Sincethis
purchasedoesnot involve alcoholthe policy Py hasno speci ¢
vote—adefault empty vote (i.e. a zero-lengthlist of defeasible
logic rules)is thereforesubmitted.Pe submitsthevotefg-> e
sincethe selleris not an emegeny seller Policy Py againsub-
mits fg->tof  sincethe purchasenvolves neither Albuterol nor
an MAOI. The defeasibldogic enginewill shav thatyes is de-
feasibly provable sinceno votesoverrule P¢:'s vote. Nor do ary
votesconclude yes sothetransactioris appraved. Thistriggers
P3 to move from modeO to model andupdateits time variable
to thetime of the transaction.Pe will not changemodesbecause
theselleris notanemepgeny seller P will stayin modeO but it
will changethe valueof its variabletotal ~ from 500to 200. Py
andP; eachhave onemodeandno variablessothey do notupdate
their state.

5.3 Analysis

If thetypesof thevariablesare nite thenapolicy modelmustbe
in oneof a nite numberof states.For in nite typeswe canmake
the numberof statesnite by usingabstraction.We cantherefore
useaconserative on-the- y reachabilityanalysigo look for states
wherecon icts occur If noneof the reachablestateswill emit >
onary transactiorrequesthenwe know thatour modelis con ict-
free.

Checkinga givenstatefor con icts involvesevaluatingthereso-
lution functionf onall possiblecombination®f votesin thatstate.
Computingf canbedoneefciently as[19] givesanalgorithmfor

nding theconsequencesf adefeasiblgéheoryin timethatis linear
with respecto thenumberof literalsanddefeasibldogic rules.

We may alsowantto checkfor redundanpolicies. For a given
model state¢t let dg;;; be the vote thatthe i-th policy automaton
giveswhenprocessindgransactiort in stateg. The policy automa-
ton P, is redundantt g if

8t2 T;f(Dgr) = f(D%) 1)

whereDg; = fdggi ji= 1:::kgandD, = Dgx  fdgy 10.

Py isredundanin (f P1;:::;Pxg; D;f)if itisredundanateach
reachablamodelstate. We canthereforecheckfor redundang by
nding all reachablenodelstatesandverifying thateachstatesat-
is es equation(1). As discussedbore, evaluatingf for all trans-
actionscanbedoneefciently .

54 fCode Generation and the Java Card Plat-
orm

Thereare two typesof Jasa Card appletsthat needto be gen-
erated: the manayer appletandthe policy applet. The manager
appletis responsibldor polling the policy appletsfor their votes,
consolidatingthe votesto decidewhetherthe transactiorrequest

shouldbeapprared,andthennotifying thepolicy appletsaboutthe

approval or disappreal. Thereis one managerappleton a pro-

grammableaymentardandit mustbeinstalledbeforeary of the

policy applets.Our prototypeappletis basednthe Lyubich's SET

implementatior{18] and mostof the appletis concernedwith the

detailsof the SET protocol. However, we have addeda defeasi-
ble logic engineto theappletsothatit canprocesghe votesof the

policy applets.Most of the managempplets codedealswith Java

CardandSET protocols;this codeis speci ed asatemplatethatis

constanfor all manageapplets We envision differentapplications
usingdifferenttransactiorrequestypes(for example,the transac-
tion datemaybe availablein someapplicationsandunavailablefor

others)sowe automaticallygeneratehe managerppletcodethat
processethetransactiorrequestata.

TheJava Cardplatformimposesertainconstraint®ntheapplet
implementationGarbagecollectionis not availableon mostcards,
so caremustbe taken to allocatethe minimal memorynecessary
All datamustbe storedas8 or 16 bit values. Unlike the standard
Java platform available on desktopsand seners, a Java Card has
two kindsof memory:RAM andEEPROM. RAM is liketheRAM
in mostcomputers- it can be readfrom and written to quickly,
andit losesits datawhenpower is cut off (for example,whena
cardis withdravn from a cardreadingterminal). Dueto costand
sizeconstraintsRAM is limited to 1 or 2K in the currently avail-
able cards. EEPROM will retaindatawhenpower is lost, andit
is cheapethanRAM soit is feasibleto putasmuchas64K on a
single card. However, EEPROM canonly be written to a limited
numberof times(typically onthe orderof 100,000)andwritesare
slow, SoEEPROM shouldnotbeusedfor memorywhichis updated
frequently

Ouron-carddefeasibldogic enging(DLE) neededo accounfor
theseaestrictions.TheDLE needgo computeall theliteralsthatare
defeasiblyprovable given a defeasibldogic theory We partition
the memoryrequiredfor the algorithminto two parts: stableand
volatile. Stabledatais keptin EEPROM andvolatile datais keptin
RAM. Our algorithmkeepsthe rulesof the theoryin stablemem-
ory, while usingvolatile memoryto track the proof statusof each
of the literalsin the theory While the total memoryrequiredby
theDLE is proportionalto the sizeof thetheory the volatile mem-
ory requiredis proportionalto the numberof literalsin the theory
To consere EEPROM memory we keeponly a singlecopy of the
rulesin thedefeasibldogic theory This copy is maintainedby the
policy appletwhichis supplyingthe votewhich containstherule.

A policy appletimplementsa single policy automaton. Many
policy appletscanbe installedon the samecard. Startingfrom a
templateapplet,the codegeneratoraddstwo methodsgetVote
andupdate , which returna vote and updatethe stateof the ap-
plet, respectrely. The setof all possiblevotesis computedby the
codegeneratoandeachvoteis instantiatecasa membervariable
storedin EEPROM. We precomputehis setof votesto minimize
the amountof RAM requiredat runtime. Examplesof the out-
put of this code generationare available at the Polaris web site
(www.cis.upen.edu/"mmcdouga/polaris ).

A smartcards limited memory makes code size an important
consideration.Table 1 shavs how muchthe codesizeincreased



CAP®le size| methods| static®elds
original SET (bytes) 11291 3715 3355
modi®edSET (bytes) 15586 5911 3591
increaseldueto modi®cation 38% 59% 7%

Table 1: Codesizefor original and modi ed SET managerap-
plet

CAP®Ie size| methods| static®elds]
P3 (bytes) 670 364 26
Pe (bytes) 707 376 26
Pcc (bytes) 645 342 26
Pn (bytes) 579 296 24
Pcc (bytes) 639 339 28

Table 2: Codesizefor selectedpolicy applets

for the Java Cardimplementatiorof the SET protocolwhenwe ex-
tendedt to useour policy integrationarchitecture Theseconcd:ol-
umn of thetableshaws the sizeof the convertedapplet(CAP) le.
CAP les arethe standardpackageformat for Java Cardapplets.
Thetablealsoshawvs the numberof bytesrequiredto representhe
methodgexecutablecode)andstatic elds (persistentlata)of the
applet; thesetwo componentsare the largestcomponentof the
CAP les. After extendingthe SET appletwith a defeasibldogic
engineandthe codenecessaryo managepolicy appletsthe total
appletsizeis only 38% larger. Table2 shaws the size of the ve
appletsgeneratedrom theautomatan Figure3.

5.5 Adding PoliciesDynamically

The policy modelgivesdevelopersaformalframewvork for com-
bining the policiesof differentstaleholders Differentdepartments
in an enterprisecan eachcreatetheir own modular policies and
when thesepolicies are installedon a card they canbe checled
againseachotherto ensurehatthey are for example,con ict-free.
Thisincreasesheassuranc¢hata paymentardwill behae prop-
erly whengivento a user However, the Jasa Card/GlobalPlatform
architectureallows new appletsto be installedafter the card has
beenissued.In this sectionwe discusshow our framevork canbe
adaptedfor the casewherearbitrary parties,who may not be af-

liated with the enterprisethat issuedthe card, wish to add new
policies. We call the setof policiesthatareinitially installedthe
basepolicies Thepoliciesaddedaterarecalledthe supplemental
policies

In orderto allow new policy automatdo bechecledwith respect
to previously-installedpolicieswe requirethat an installedpolicy
provide a way to accessts policy automaton.This canbe stored
on the card or referencedby a URL. A developerwill compose
thesepolicy automatawith her new policy automatonand check
thatthe new policy automatds con ict-free (or whatever property
is desired).If thedesiredpropertieshold, thedeveloperfollows the
stepsdescribedn [11], which exploit the GlobalPlatformsecurity
model. Shegeneratevalid JCVM byte codeand suppliesit to a
certi cation authority who usesit to generatea CAP le with a

digital signature.The CAP le, togetherwith signedioad andin-
stallinstructions arethensuppliedto the developerwho useshem
to load andinstall the new appletonto the card. The digital sig-
naturesprotectthe cardfrom theinstallationof invalid CAP les.

Whenthe new appletis selecteda basicJava Card operationthat
choosesa particularappletfor execution), it registersitself with
the managemppletinstalledby the primaryissuer If the appletis
subsequentlyemoved,the manageappletdisableghe card.

In orderto protectthe functionality of the basepolicies from
policiesthatwerenot analyzedwe modify the resolutionfunction
slightly. If the updatedsetof appletsgenerates > thenwe fall
backto thebaseautomatandevaluatef usingonly thevotesfrom
the basepolicies. Sincethe basepolicieswereinstalledbeforethe
card was issuedwe can be con dent that they are con ict-free.
Oncethetransactiorrequesis appraed or rejected all policy au-
tomata(baseandsupplementalypdatetheir stateand continueas
if thecon ict hadnotoccurred.

6. DISCUSSIONAND CONCLUSION

Ourwork malesthreecontritutions. We describea novel appli-
cation: programmablgaymentcardswith a dynamicon-cardpol-
icy managemenrframevork. We introducepolicy automata a for-
mal framavork thatcombinesstatemachineswith defeasibldogic,
which modelsthedynamicintegrationof modularpolicies.Finally,
we haveimplementedPolaris, asuiteof toolsthatintegratesdesign,
analysisandcompilationfor policiesexpressedispolicy automata.

6.1 RelatedWork

This work builds on a wide rangeof previous work in formal
methodd8], especiallyin model-checking7] techniquesndtools
suchas SPIN [16]. Using state-machine-basedodelsfor high-
level designss quite commonin softwareengineeringe.g. State-
chartq13], UML [3]). EasterbroolandChechik{6] analyzemermged
statemachinesy usingparaconsisteribgicsto capturethe possi-
bly inconsistentiews of the system. Siddiqi and Atlee [24] use
a hybrid modelthat combinesstate-transitionsnd logical asser
tionsto modelandanalyzefeatureinteractioncon icts in telephone
systems. Lupu and Sloman[17] discussa numberof stratgjies
for resolvingpolicy conicts. Thereis relatedwork using non-
monotoniclogics for reasoningaboutpolicies. Grosofet al. [10]
represenbusinessulesusingcourteousogic programswhile An-
toniouetal. [2] usedefeasibldogic to represenadministratve reg-
ulationsgoverning, for example,exam scheduling. Various pol-
icy speci cationlanguagesiave beenproposed.Damianouet al.
[9] usethe Ponderlanguageto describeaccesscontrol policies.
Hoaglandet al. [15] usea graphicallanguageto describesecu-
rity policies. Miro [14] alsousesa graphicallanguageandallows
policiesto overrideotherpolicies.HalpernandWeissmarj12] pro-
poseusingafragmentof rst-order logic asasecuritypolicy model
whichaccommodatemergedpoliciesandhasatractablealgorithm
to determineaccesgights. Theseapproachesargeta wide range
of accessontrol policiesprotectingmary resourcesvhile oursis
concentratedn protectingone resource. It is not clear whether
thatthey aresuitablein anembeddeaontext. As faraswe know,



thereis no prior work oncombiningstate-machinbasednodeling,
non-monotonidogics,andformal analysis.

In recentyearstherehasbeena lot of researcton formal meth-
odsfor Java Cards[4]. This researchypically focuseson proving
correctnes®f protocolsand API implementation The problemof
addingpoliciesdynamicallyand meiging themwith existing poli-
cieshasnotbeenaddressed.

Schneidel23] usessecurityautomatato modelaccesscontrol
policiesandgeneratenonitorsthatenforcecorrectoehaior. Schnei-
der's securitypoliciesareprimarily intendecdo constrainprograms
while our policies constrainusers. We usea voting systemto in-
tegratedifferentpoliciesinsteadof simply taking a conjunctionof
policies.

6.2 Future Work

We planto extendthis work in a numberof directions. We will
continuere ning andextendingour tool to explore heuristicsand
otherengineeringssuesnvolvedin analyzingpolicy automatand
generatingcode that implementthe automata. A more rigorous
evaluationof the tool will be performedin orderto quantify the
efciency of various analysisstratgies and the on-cardrunning
time of theapplets.

We think thataspectof this work will be applicablefor guard-
ing accesso network resources.In particular we will examine
whetherour policy modelcanadequatelyexpressthe policiesgov-
erningnetwork paclet processin@ndforwardingin re walls. Sim-
ilarly, policy automatdook promisingasa modelfor representing
HTTP accesgolicies.

The formal aspectof this work canbe extendedin variousdi-
rectionsaswell. One possibleextensionwould be to modify the
policy modelso thattransactiongequestsvould yield morethan
yes and no as answers. For example, a requestto accessa le
might yield yesread-only asan answerin additionto yesandno.
Policy automataasdescribecheregetonly onechanceto reactto
atransactiorrequestHowever, thereareapplicationsvherea pol-
icy automatormay wantto reactto the outcomeof a transaction
thathasbeenappraed. For example,a cell phonepolicy govern-
ing whatphonenumbersmay be calledmaywantto reactoneway
when an outgoing call wherethe other party fails to pick up the
phone,and anotherway whenthe other party picks up the phone
andhasa corversation.Thesetof votesD andtheresolutionfunc-
tionf areabstracparameter@ thede nition of apolicy model.In
thiswork we usedefeasibldogic for D andf butwe couldreplace
themwith someothervoting systembasedon a more expressie
non-monotonidogic (suchasdefaultlogic or abductve logic), de-
onticlogic, or multi-valuedlogic.
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